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Abstract—Spamming brings annoyance which can not only degrade
the e-mail communication but also lead to various problems
including financial losses due to various kinds of attacks like
phishing and spoofing. Spammers use sophisticated techniques to
fool the common spam filters and by-pass the classification
techniques applied by the filters. One of the ways spammer employs
to by-pass spam filters is by modifying various e-mail header fields.
The typical e-mail sent or received has two sections viz, e-mail
Header section and the e-mail body section. Both the sections of the
e-mail message could hold valuable information for a spam filter to
classify a mail as either a spam or a non-spam. In this paper we
identify potential header fields and possible feature set for formation
of a dataset for machine learning based spam filtering. Machine
learning approach has extensively been employed in filtering rules
based on e-mail body. We propose a converged dataset based on
attributes of e-mail body and some potential fields like received,
subject etc in the e-mail headers. Incorporating header fields in the
dataset could simplify, otherwise a time-consuming filtering process.

Keywords: Spam, Machine-Learning, E-mail Header, Classifier,
Dataset.

1. INTRODUCTION

Spam is a continuous nuisance an e-mail user encounters
while interacting with an e-mail application. People spend a
lot of time and effort in order to get away with the unsolicited
emails received as a substantial part of the received e-mails in
the user inbox. The frequency and the magnitude of the
received spam messages can sometimes be of several orders of
magnitude in comparison to the solicited e-mail messages.
Spamming can just not only be a reason of worry to e-mail
users but a large amount of junk mails could consume
considerable amount of network bandwidth. Further, spams
can cause various security issues like phishing and spoofing
attacks which can lead to money laundering and other
monetary losses. Spammers use sophisticated techniques to
fool the common spam filters and by-pass the classification
techniques applied by the filters. Spammers can use malware
combined with the power of botnets to launch large scale
spamming missions causing major traffic increase and leading
to enormous economical loss [3]. One of the ways spammer

employs to by-pass spam filters is by modifying various e-
mail header fields as most of the fields in the e-mail headers
can be forged. The typical e-mail sent or received has two
sections including e-mail Header section and the e-mail body
section. The header section comprises of various fields such as
To, From, Subject, Content Type, MIME-Version, Message-
ID etc. The body contains the actual message contents. The
SMTP protocol is used to transfer e-mail’s as set of 7-bit
ASCII characters from one machine to another. MIME , an
Internet standard is utilized to send e-mails with content
written in different languages with additional character sets
and various formats.

Some of the important header fields are listed below:

From
Lists whom the message is from and can be easily tampered
with. This is the least reliable header field.

Subject
Although optional field, Spam as well as non spam mails
usually have this field as the title of the e-mail.

To
Shows to whom the message was destined, but the recipient's
address may not be present

Return-Path
The email address for return mail. This is the same as "Reply-
To:"

Delivery Date
This shows the date and time at which the email was received
by your (mt) service or email client.

Received
The received is the most reliable and important email header
field. It lists all the servers through which the message
traversed.

The received field is parsed from bottom to top.
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Message-id

A unique string generated by the e-mail system when the
message is created.

X-Spam-Level
Displays a spam level set by mail client/service.

Fig. 1 depicts a sample snapshot of the e-mail header as
captured in gmail. The header looks like set of (name, value)
pairs.

Delivered-To: iqbzefyfignail.con
Recedved: by 10.28.157,132 with SMTP 14 gl26csp3idSi6ime;
Sun, 8 flar 2015 19:26:43 -0780 (POT)
A-Recelvad: oy 10.180.212.70 with STTP 1d niér42006502uic. 8. 1425866003048;
Sun, 08 Mar 2015 19:26:43 -0708 (POT)
Recurr-Path: <noreglyfconphuzzin, coms
Recedved: from Cnbzin-142079. conpbuzzin.con (cabrin-147079. compbuzzin, con. [93.199,142.178])
by me.google.com with ESHTP id ssi32976305u]i.57.2015.03.06,19.26.42
for cigbzafylgmail. com;
Sun, 08 Mar 2015 19:36:43 4700 (P0)
Recedved-SPF: pass (google.com: domatn of noreplyfconpbuzzin, com designates 93,150,142.17 as pernitzed sender) cliert-ip=03,199.142.17%;
Auchertication-Results: my,google. con;
spfpass (geogle.con: donain of noreplyBcompbuzzin.com desigrates 93.199.142.179 as permitted sender) sutp.mailnoreplyfconpbuzzin.con;
dkin=2ass header. 1=Gcomptuzzin, com;
dnarc=pass (p=NONE dis=NCNE) header. fron=conphuzzin.con
Date: Mon, 9 Mar 2615 07:57:08 46530 (IST)
X-DKIN: Sendnadl OKIM Filzer v2.8.2 Cobzin-14217 conpbuzzin, com O5EDSETEQICA
DKIH-Signature: v=l; a=rsa-shal; cerelaved/relaxed; d=compbuzzin,
sedefault; t=1425067653; bh-F30al HEqht ILATEENLHu o=,
eFran: Reply-To:To:Message-10:ub Version: Cortent-Type:
Content-Transfer-Encoding:Lisz-Unsubscribe;
bl ZEIR1SPsr 104RY/ CAyo@rirH3Rpd kb NBEIO)OF KIS tURTZUL2RE
ULSTH]Y2uLLyQuTKkOwgTot T dgkkAXE FOL 308NEFPVIAYDI JbudF/ LET2rS
Fan(RhaXT279rG3 TaligdhLedchEuliTatdnLhvel=
A-Doneinkeys: Senduail Donainkeys Filter v1.0.2 Cobrin-142179, compbuzzin, com US6CSHTECCA
Donairkey-Siznature: a=rsa-shal; s=Hk1024; decombuzzir.com; c=nofis; gedns;
efrom: reply-to: to:message- d: subect nine-version:
contznt-type:content-transfer-encoding: -mailer:x-comlaints-to:List-unstbscribe;
Ber9LblB4F+3p/ aueCo0hOks xiAzdr(RbggNbTg hORFukamu2T+SAXcLIkcghid
SyTpApsAndpCTHBTGRATARYRPA 3XbK ddyflE+PHTEEND] 11 q25CUST TfB /3
fclbseholvLFZjSMeIpC
Fron: Compbuzz
Reply-To: noreplyBconpbuz
' Taffar Kanth <ioboafiyfgnail.com
Message-I0: <conin 6576681 _28457 27447 6803 3 6 511601577165, 176837, 1425858009263, com.rootficabzin- 142079, compbuzzin. coms
Subject: Apple Vstch battery 1ife details leak oit
HINE-Version: 1.8
Contert-Type: text/htnl; charset=us-ascii
Contert-Transfer-Ercoding: 7hit
X-Mailer: Elsiler

Fig. 1: Gmail Header

2. MOTIVATION

It has been analyzed that the spam filtering done on the
principles of Message body semantics is time consuming and
rigorous process. Modern day spam filtering techniques also
include rules based on information contained in the email
headers. There are various fields in e-mail headers that could
be utilized to classify spams. For example, header information
can reveal if the email is from a recognizable domain that is
associated to the actual sender name. Finding out the IP
reputation using Return Path E-mail Header is another
example to utilize header information for spam classification.
Although, extensive work has been done on machine learning

approach applied to e-mail contents (e-mail body), little
research has been done on the application of classifiers like
naive-bayes on e-mail headers. In contemporary spam filters
Header based filtering is used in conjunction with e-mail body
semantics based techniques. However, novel machine learning
principles applied on e-mail headers could simply the filtering
process and avoid rigorous and time consuming techniques
applied on e-mail body.

3. RECENT ADVANCES

Both the sections of the e-mail message could hold valuable
information for a spam filter to classify a mail as either a spam
or a non-spam. An extensive research based on
whitelisting/blacklisting, Bayesian probability analysis, mail
body keyword tokenization and checking etc have already
being conducted by many researchers. One of the common
methods for spam detection is Bayesian spam filtering
(Thomas Bayes) which is a statistical technique for e-mail
filtering. In this technique a naive Bayes classifier is used to
identify spam e-mail. Bayesian classifier work by correlating
the use of tokens with spam and non-spam e-mails and then
using Bayesian inference to calculate a probability that an e
mail is spam or not.

4. PROPOSED METHODOLOGY

Considering the existence of scope to improve the spam
filtering activity we propose spam filtering based on e-mail
headers complimented with machine learning approach
applied on e-mail body. The proposed work is based on Naive
Bayes Classification technique which includes machine
learning based filtering applied not only on the message body
but also on some chosen fields in e-mail headers. The
methodology uses custom developed dataset for header fields
and an open source dataset spambase for e-mail body dataset
testing. The work done has identified potentially relevant
fields in the e-mail headers like:

e Received

e Number of receivers
e Message-ID

e Subject

Feature selection of Header-based email spam filtering
technique was made on the basis of careful selection of some
of them to be among the features used for classification. The
selection was done after analyzing large number of publicly
available datasets. The fields in the header along with the
possible feature set considered are as follows:

Received

Each email can contain more than one Received field and is
most reliable field. This field is typically used for email
tracking by reading it from bottom to top. The bottom
represents the first mail server that got involved in
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transporting the message, and the top represents the most
recent one, where each received line represents a handoff
between machines. Hence, a new received field will be added
on the top of the stack for each host received the email and
transport it, and to which host the message will be delivered,
in addition to the time and date of passing. The potential
feature set that we extracted from this field includes features
like:

Number of sender fields(S)
Total time

Number of receivers (N)

IP and domain name Validity

Ratio N/S

Input E-mail

Divide input mail inta Componentsviz
Header and Body

E-mail Header E-mail Body

Tokenization of the words in
the E-mail Body

Tokenized cell array

Extraction of the
<name,Value> Pairsof
Identified fields

Extraction of dataset attribute
values from the tokenized mail
body [Using Matlab Code)

Parsing <name,value data for
data set attribute formation

header_test.arff body_testarff

Naive-Bayes Classification algorithm
on header_test dataset with the
header_training dataset

Haive-Bayes Classification
Algorithm using the test
dataset and training datset

Prabability P(B)
of mail is spam

Probability
P{H) mail is spam

Cumulative probability calculation  p(c)

Using P{H) and P(G)

Label Mail as Spam [Set the
spam attribute to 1)

Label Mail as Non Spam)

Fig. 2

Message-1D

Each message is assigned with a globally unique key by the
Mail user agent. The Message-1D field is generated using the
name of the machine and the date/time of the email when it is
sent. This field is made up of two component parts with @
sign as the separator. The first part specifies the date and time
when the mail was generated. The other part is the machine
name. This field can be easily. Therefore, it is required to
make sure that the domain name in the Message-ID field is
consistent with the domain name in the from field.
Inconsistency of this information would indicate a spamming
behavior.

Subject

Spammers tend to use special characters, words and phrases in
the limited size header fields. Words like Congratulations,
Reward, and Money etc could be good indication of the mail
being spam. In our approach presence of certain list of words
can be used for feature selection

Using the above mentioned feature set a training dataset was
populated using the attribute values. The dataset along with
the spambase dataset could be used with test dataset separately
for header attributes and body attributes respectively.

5. IMPLEMENTATION

Platform for performance benchmarking in MATLAB was
setup. Open source machine learning dataset spambase was
studied and converted to a format suitable for integration in a
Matlab platform to take advantage of MATLAB’s Strong
visualization and analysis features. Spambase is created by
Mark Hopkins and others at Hewlett-Packard Labs [4]. Now,
It is offered by UCI- machine learning and is a repository of e-
mails (blend of spam and non spam) from the postmaster and
the people who have reported spams. The spambase dataset
hasThe dataset usually, is used as ARFF file and contains
various attributes based on E-mail body. Most of the attributes
indicate whether a particular word or character was frequently
occurring in the e-mail body. The run-length attributes
measure the length of sequences of consecutive capital letters.
The excerpts of the detailed attribute set are as shown below:

48 continuous real [0,100] attributes of type word_freq_

WORD = percentage of words in the e-mail that match
WORD, i.e. 100 * (number of times the WORD appears in the
e-mail) / total number of words in e-mail. A "word" in this
case is any string of alphanumeric characters bounded by non-
alphanumeric characters or end-of-string. 6 continuous real
[0,100] attributes of type char_freq_ CHAR]

= percentage of characters in the e-mail that match CHAR, i.e.
100 * (number of CHAR occurences) / total characters in e-
mail
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1  Continuous  real [1,..] attribute  of
capital_run_length_average

= average length of uninterrupted sequences of capital letters
1 continuous integer [1,..] attribute of type
capital_run_length_longest

= length of longest uninterrupted sequence of capital letters
1 continuous integer [1,..] attribute of type
capital_run_length_total

= sum of length of uninterrupted sequences of capital letters
= total number of capital letters in the e-mail
1 nominal {0,1} (class attribute of type spam
= denotes whether the e-mail was considered spam (1) or not
(0), i.e. unsolicited commercial e-mail.

type

Preprocessing of the spambase dataset was carried out using
WEKA an open source, java based suite of tools meant for
data mining tasks in machine learning. Binarization of the
dataset was required and removal of certain irrelevant
attributes was done in order to simplify e-mail body analysis.

epces | oty | Do | Arocte | e e | Ve

oo omiAL tonin. e U B

Fig. 3: Various attributes of the spambase.arff as seen in the weka
tool. The plot shows the percentage of spam and non
spam mails in the data set.

A custom made training dataset on the basis of feature set
identified from the e-mail header fields was created using 500
e-mails. The training dataset was merged with simplified
variant of spambase dataset.

The overall design of the filtering approach is shown in Fig. 2.

MATLAB platform was used to test the spam filtering
methodology in a passive manner. Further, Matlab was used to
calculate and compare the confusion matrix in both the
scenarios. The matrix is based on set of test dataset (ARFF
File) made up of 50 mails (1:1 ratio). The Matrix suggests no
evidence of performance degradation with simplified
spambase dataset. However, significant amount of time was
saved to suggest that header based machine learning can
reduce the time required to classify the mails. The subsequent
integration with a Mail User Agent could be done to test the
performance in the active manner.

Table 1: When only spambase dataset was used

Actual
Predication Spam Non-Spam
Spam 19 4
Non-Spam 6 21

Table 2: When simplified spambase was used with
custom header based dataset

Actual
Predicition Spam Non-Spam
Spam 18 3
Non-Spam 7 22

6. CONCLUSION

When the naive-bayes classification technique is applied using
machine learning based dataset encompassing certain header
field based attributes, the rigorous and time consuming
filtering done on e-mail body can be simplified without
affecting the spam filter performance. The conclusion was
arrived after removing certain attributes and simplifying others
from spambase dataset and incorporating the custom
developed dataset.
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